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Abstract—This paper describes a work on an acoustic user
authentication system using smartphones. The system implements
two-factor authentication for Windows workstations, where the
authentication procedure, including locking and unlocking the
workstation is transparent to the user. Since workstations and
smartphones have built-in microphones and speakers, the system
does not require additional hardware. The uniqueness of the
solution is being based on acoustic signals. These signals are
transmitted by the user’s smartphone and received by the
workstation microphone. The system is ”pure play acoustic” since
no wiring or radio transmission is used. The system configura-
tion supports multiple users in the same area. Eavesdropping
prevention is provided by sequentially generated random one-
time keys. Acoustic communication can be applied either in the
audible range or beyond the human hearing range depending on
the sampling rate of the smartphone and the workstation.

Index Terms—Acoustic, Android, Signal Processing, Smart-
phone, Two Factor Authentication, Windows

I. INTRODUCTION

Security and privacy leakage are growing concerns for
many people. Therefore, the use of authentication mecha-
nisms is increasing in recent years. These mechanisms are
based upon a single or a combination of factors that pro-
vide reliable authentication. Shah and Kanhere [1] discussed
three common factors: “something you are”, “something you
know”, and “something you have”. Various applications use
different approaches for authentication. The common solu-
tion is using passwords (“something you know”), yet this
solution is considered unsafe. Some systems require extra
steps, such as one time password (OTP), generated by a
third-party application (“something you have”), as presented
in [2]. Other solutions require additional hardware, e.g., a
card reader (“something you have”) [3] or unique bodily
characteristics such as retinal or fingerprint scan (“something
you are”) [4]. This paper describes Windows workstation user
authentication method based on “something you know” and
“something you have” applied in a user-transparent form. RF
based methods apply transparent operation by detecting the
proximity of the users’ smartphones to their workstation. As
an example, Bluetooth-based authentication is proposed in [5].
A user-transparent acoustic solution is described in [6], where
both workstation and smartphone record the ambient noise via
their microphones. The phone compares the two recordings
and determines if the computer is in the same environment.
Acoustic based solutions have been applied and demonstrated
in several other use cases, such as proximity detector [7],

positioning systems [8], [8] QR codes replacement [10] and
MAC protocol physical layer [11]. In this paper we build
on the availability of the acoustic medium to provide a
transparent user authentication method. As shown in Fig. 1,
messages carrying the command to unlock the workstation are
transmitted from the user’s smartphone speaker and received
by the user’s workstation microphone. Since microphones and
speakers are standard in smartphones and workstations, the
solution does not require additional hardware. The system
automatically detects the smartphone acoustic signals when the
user is near the workstation, thus the process is transparent.
To eliminate unauthorized unlocking by eavesdropping the
transmitted messages, random keys are generated sequentially.
The random keys are exclusive per user, providing for multiple
users in the same room. Using acoustic communication ensures
that the user is in the same room as the workstation as opposed
to an RF based solutions.

Fig. 1. System configuration

II. SYSTEM DESCRIPTION

The solution includes two applications; the first is an appli-
cation that installed on the user’s smartphone, which indicates
the user’s presence near the workstation and sends a one-time
key to open or lock it. The second is a desktop application
that serves as a dynamic lock screen for the workstation. The
workstation will be unlocked only when the correct password
is detected. If the smartphone is within earshot (i.e., the user
is in the same room, near enough to the workstation), the
workstation remains unlocked. Otherwise, when the user is
no longer near the workstation, it will lock automatically.
Thanks to the characteristic of the audio signal, which unlike
RF signals does not pass through walls, the workstation will
be unlocked only when the user is in the same room as the
workstation and not based solely on spatial proximity.The
smartphone and the Windows application are described in the
following paragraphs.



A. The smartphone application

Since the Speaker is an essential component, the smartphone
application can be applied on any commercial device. In this
work we have demonstrated the smartphone application using
an Android smartphone. The Android application’s UI was
written in java, while signal processing and encryption func-
tions were written in C++. The Android application transmits
encrypted messages indicating one of three operations the
workstation shall perform: lock, unlock, or auto lock. Fig. 2
shows the application’s UI. Password generation: upon the first
use, the application generates a random personal password,
which the user shall enter into the Windows application for
system initialization. The communication between the Android
and Windows applications is done by transmitting acoustic
signals. Each digit in the message is encoded at a symbol,
which is the sum of three tones in different frequencies.
Message transmission by the Android application is triggered
in two manners: Either by the user, clicking the open/close
button on the phone screen, or by detection of the smartphone’s
movement by using its accelerometers.

Fig. 2. Android application UI

B. The workstation application

The workstation application implementation is for Win-
dows, but the proposed solution can be applied on differ-
ent operation systems. The Windows application’s UI was
developed using Windows Forms and C#, while the signal
processing and encryption functions are the same C++ code
used by the Android application. As shown in Fig. 3, the lock
screen interface contains an input box for password entering

and an interactive messaging field for user instruction. For
demonstration purpose, the received signal is plotted in the
time and frequency domains using the Scottplot library [12].

A message sent by the smartphone is received by the work-
station microphone and processed. Then, only if the received
message is appropriately decrypted, one of the three actions is
performed: lock, unlock, or auto lock. The solution includes
an automatic locking mechanism based on the smartphone’s
accelerometers. Smartphone motion is detected by reading the
accelerometers’ values in three dimensions.

Fig. 3. Windows application UI

Fig. 4 describes the auto lock state machine. Automatic
locking allows a convenient user experience by providing a
user-transparent locking process that prevents data leakage
due to leaving a workstation unlocked. Detection of smart-
phone motion is a trigger for activating the automatic locking
mechanism, and a massage is transmitted accordingly. One
minute later, the same message is transmitted again (duration
is programmable, in our application, we used a one-minute
duration). If the user is not in earshot range, the workstation
will not receive the second message transmission, and the
workstation will auto-lock. If the workstation receives the
second message transmission, it will remain unlocked.

III. COMMUNICATION

A. Physical layer

The solution is implemented using acoustic signal encoding
of the messages. The message dictionary consists of sixteen
data symbols and one delimiter symbol, each symbol is com-
posed of a combination of 3 out of 16 pre-defined frequencies.
A message for locking or unlocking the workstation is a
sequence of four symbols. The system is designed to function
with various sampling rates and demonstrated using a 32
kHz sampling rate for both smartphone and workstation. In
the demonstrated system the pre-defined frequencies ranged
between 1-2 kHz, however, system operation can also be
performed at ultrasonic frequencies. To optimize accurate
detection probability, the three frequencies per each symbol



Fig. 4. Auto lock flow

were selected to provide maximum Hamming distance [13].
To optimize the Android application’s memory footprint, the
symbols’ frequencies are defined by their indexes in the
frequency domain. The symbol’s samples result from IFFT
to the time domain. Due to the linear characteristics of the
Fourier Transform, a sum of sinusoidal waves results in the
time domain as described in (1).

F{sin(2πft)} = −πj[δ(ω − 2πf)− δ(ω + 2πf)] (1)

B. Symbol Detection algorithm

Fig. 5. Massage detection process

Fig. 5 illustrates the massage detection algorithm. As
mentioned earlier, each symbol is a combination of three
sinusoidal waves at different frequencies. The detection of
symbols from the received audio samples block is performed
by comparing the energy of 16 pre-defined frequencies (step
3 of the described algorithm). In order to avoid detection of
noise when no message is transmitted, the signal-to-noise ratio
(SNR) is estimated (step 7 of the described algorithm). When
a data signal is received with good SNR, the FFT result will
typically contain three frequencies with dominant magnitude,
and the SNR : SNR(dB) = 10 · log10(Psignal/Pnoise)
will be high. Therefore, the ratio between the energies
of the third and fourth highest frequencies provides the

SNR estimation. Fig. 6 illustrates this method. In practice,
when energy[4]/energy[3] > 1/3 , the received signal is
considered as noise, “no symbol detected” will be returned.

Symbol Detection Algorithm

Given the pre-defined frequencies array F[16].
1) Get a block of 4096 samples, input block [0 : 4095].
2) Perform FFT on the given block,

energy [0 : 4095] = |FFT{input block[0 : 4095]}|.
3) Mask the known frequencies,

energy[i] =

{
energy[i] i ∈ F

0 else

4) Sort the amplitude of the chosen frequencies decreas-
ingly.

5) Choose the 3 frequencies with the highest energy.
6) Check if there is a symbol

If not → return -1 ”no symbol detected”. containing
those 3 frequencies.

7) Check the energy of the fourth-highest frequency.
• If energy[3] > 3 · energy[4] → return symbol.
• Else, return ”no symbol detected”.

Fig. 6. FFT result of a sampled symbol

C. Sliding Window

As shown in Fig. 1, the system consists of two devices,
the transmitter (smartphone) and the receiver (workstation).
Each device works with its own sampling clock and thus the
transmitter and receiver timings are not synchronized. The
main issue with unsynchronized communication is timing the
start of a message to ensure no information loss. A suggested
solution to this issue is to use a Sliding Window algorithm,
as described in [14] and illustrated in Fig. 7. The rationale
is scanning the time domain (in the previous and subsequent
blocks) to recover the transmitted symbol. The algorithm uses



a buffer of 8192 samples (2 blocks) and a resulting array
with a size of 4 elements.

Sliding Window Algorithm
1) i = 0
2) Push the new coming block to the end of the buffer{

buffer [0 : 4095] = buffer [4096 : 8191]
buffer [4096 : 8191] = new datablock [0 : 4096]

3) Send block of 4096 samples buffer [i : 4095 + i] to
the Symbol Detection algorithm
→ get the result.
→ save in the results array.

4) Move the analysis window, i = i+ 1024.
5) Repeat stages 2 and 3 while i < 4096.
6) Perform Majority Vote on the resulting array

Fig. 7. Massage detection process

D. Majority Vote

The purpose of the Majority Vote is to analyse the results of
the Sliding Window and return the result which was obtained
most of the times. Hence only if more than half of the results
indicate a specific symbol it will be saved as the identified
symbol value. [15] describe audio filtering by Sliding Window
approach with Majority Vote.

IV. SECURED COMMUNICATION

To eliminate unauthorized unlocking by eavesdropping the
transmitted messages, random keys are generated sequentially.
Upon the first use, a randomly drawn four-digit password,
known to both the smartphone and workstation, is generated.
Then, the smartphone’s and the workstation’s clocks are used
for consecutive, synchronous keys generation every minute.
The keys are generated using a logic function, whose argu-
ments are the user’s unique four-digit password and the current
time, representing the hour and minutes in four digits. Every

message from the smartphone to the workstation is encrypted
using this key. Since the smartphone and the workstationś
clocks provide the same time, an application running on the
workstation may decrypt the received messages. Each received
message is decrypted with the current time, the previous
minute, and the following minute; this compensates for minor
time drifts between the smartphone and the workstation clocks.
Unique password and sequential keys per user allow for
multiple users to work in a shared space.

V. CONCLUSIONS

The motivation for this work was to design and validate the
performance of an acoustic user authentication system. An es-
sential requirement was locking and unlocking the workstation
using encrypted acoustic signals from the user’s smartphone.
We have derived a solution that supports multiple users in
the same room. The system is pure-play acoustic since no
radio transmission is required. Future work may apply more
elaborated message encryption. Increasing the sampling rate to
48 K samples per second shall enable working with acoustic
signals beyond the human hearing range.
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